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1 Introduction 

1.1 Purpose of this document 

During the project D-0370 “Frachtsicherheit” (2017), the cargo area of the 

Vienna International Airport was secured with a fence, several vehicle access 
gates, turnstiles and cameras.  

Based on a study done by the Fraunhofer Institute, a number of IT systems were 

identified and installed (e.g. ANPR solution for license plate recognition). In 
2018, the company Nallian was tasked with the development of a “Vehicle DB” 

application for handling and authorisation of vehicles/license plate numbers. This 
application shall now be rolled out. 

This document is a user’s manual for said Nallian “Vehicle DB” Application. 

1.2 Document versions 

Version Date Author Comments 

D0.1 2019-11-04 W. Schober (SB-I) Initial draft 

D0.2 2019-11-07 W. Schober (SB-I) Internal working draft 

V1.0 2019-11-13 W. Schober (SB-I) First „official“ version distributed 
to the Cargo-Community (German 
only) 

V1.0EN 2019-11-28 W. Schober (SB-I) English translation of V1.0 

V1.1EN 2020-10-xx W. Schober (SB-I) Internal working draft 

V1.2EN 2020-10-19 W. Schober (SB-I) Updated version incl. Community 

App (User Registration) 

V1.3EN 2020-11-09 W. Schober (SB-I) Revised version after internal and 
external review 
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1.3 Abbreviations 

The following abbreviations are used in this document: 

 

ANPR ............................ automated number plate recognition 

App .............................. application, program 

Cargocloud .................... “brand” name for the cloud based IT solution hosting 
the Vehicle DB App 

DB ............................... database 

EU-GDPR ...................... EU General Data Protection Regulation 

GB-L ............................ “Geschäftsbereich Landside Management”; the business 

unit of Vienna airport responsible as business owner for 
the application 

GUI .............................. graphical user interface 

IT ................................ information technology 

SB-I ............................. “Servicebereich Informationstechnologie”; the VIE IT 

organisation 

VAM ............................. Vehicle access management; the server side software 

component of the ANPR system  

VIE .............................. Vienna airport. 
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2 General description 

2.1 Overview of the complete solution 

The vehicle access gates to the VIE cargo area can be opened automatically by 

the license plate recognition (ANPR) for approved vehicles. Gates can also be 
opened via radio sender, access card/RFID-token, after communication via 
intercom and manually (from the manned checkpoint). 

The following graphic shows the interactions of the involved IT systems: 

 

 

 

The license plate number of an approaching vehicle is automatically detected and 
checked against a list of known/approved vehicles. If the vehicle is found in the 

list, it is granted access and the ANPR transmits a signal to open the access gate 
(“Schrankenanlage”). 

 Special vehicles (Mazur-Bus, emergency services, armoured cars) are 

equipped with radio transmitters. Their license plates do not need to be 

authorised in advance. 

 To prevent taxis and rental cars from entering the cargo area, there will be 

two permanent so called „Blacklist“-entries (*TX und *MW) configured in 

the ANPR. These entries are treated with higher priority than other license 

plate entries. This is a feature requested by the responsible business unit 

(GB-L). 

 The exit gates are opened automatically via magnetic coils (fully 

independent from the ANPR). It is therefore always possible for all vehicles 

to leave the cargo area. 

The acquisition and management of vehicle’s license plate numbers, as well as 

the approval for (“guest”) entry into the cargo area is done via Nallian Vehicle DB 
application. With the application’s current “phase 1” implementation, nominated 

staff from companies located within the cargo area (“hosts”) are granting vehicle 
access. 

Additional Nallian Cloud-applications may be made available to the companies on 

premises in the future. (e.g. “slot booking”, etc.) 
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2.2 Functionality of the Nallian Vehicle DB and 

Community App 

From a technical perspective, the Nallian applications are cloud applications that 
can be accessed worldwide from any web-browser with an internet connection. 

Internet Explorer, Firefox and Chrome Browsers are currently supported in their 
respective latest versions. 

The applications are „responsive“, which means that they should be usable on 
any kind of device (PC, Tablet, Smartphone), as the representation automatically 
adapts to the Display of the device. 

The Nallian “Community App” enables companies on premises to self-register for 
the usage of the Vehicle DB App and to manage user accounts (logins with e-mail 

and password). The Vehicle DB App is used to manage data of “known” vehicles, 
especially license plate numbers to be granted access to the cargo area. 

2.2.1 Community App 

Based on the original terms of the contract (especially regarding GDPR 
compliance), there would have been individual, paper based contractual 

agreements between Nallian, VIE and every company on premises. Instead, an 
additional application has been developed to allow “online” registration for 

companies and user accounts to access the Vehicle DB App based on electronic 
agreement of the respective terms and conditions. 

During registration, some company data is collected, before a user account 

(name, e-mail, password) is created for this company. 

To prevent off-premises or otherwise unrelated companies from self-registering, 

new company registrations must be validated (reviewed and approved) by a VIE 
administrator, before the company’s first user account is “activated” for usage of 
the Vehicle DB App. During this activation, previously received vehicle data for 

the respective company is also transmitted to Nallian for an initial load of the 
platform, so it will be available with the first login. 

Notice: For efficiency reasons, this activation process incl. data transfer 
between VIA and Nallian will be done in weekly batches. Therefore it 
can take up to a week before a newly created user is able to use the 

Vehicle DB App. 

The first user account of a newly registered company is automatically assigned 

with an “organisation admin” role, enabling him to manage other user accounts 
for the same company. Additional accounts for the same company do therefore 

not have to be activated by VIE, as this is done by the community admin. 

Notice: The „staging“-environment for the Community App, that can be 
used for testing purposes, can be reached with the following URL: 

 
https://vie-stg.nallian.io/  

 
Please be aware that we will only occasionally activate new 
companies and user accounts on the staging environment, following 

prior notice and agreement. 

 

 

https://vie-stg.nallian.io/vehicledb
https://vie-stg.nallian.io/vehicledb
https://vie-stg.nallian.io/
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2.2.2 Vehicle DB App 

The Vehicle DB App can be used as soon as a valid user account has been 
created and activated. The UI language can be selected during profile creation. 

English and German are currently supported; additional languages can be 
implemented, if necessary. 

Notice: The „staging“-environment, that already hosted the „Friendly User 
Tests“ can be reached with the following URL: 
 

https://vie-stg.nallian.io/vehicledb  
 

 

„Phase 1“ functionality 

Currently the Vehicle DB application enables on-premises companies to… 

1.) …manage data for company owned vehicles as well as for vehicles owned 

by other companies/visitors (create, display, update, delete) and to… 

2.) …manage access rights for these vehicles (grant access, display, remove 

access). 

Authorized staff of VIE (SB-I administrators) can use additional functionalities 
enabling them to… 

3.) …display all vehicle data in the system (management is not possible, 

however), 

4.) …display all vehicle access rights/permissions in the system (management 

is not possible), and 

5.) …download a list of all vehicles that are currently approved for entry (CSV-

file). 

The complete list of vehicles approved for entry is then downloaded from the 

Vehicle DB and transferred to the ANPR on a regular basis, by authorised VIE 
staff. 

 This „offline“ process will be automated a.s.a.p. in order to update the 

license plate data in the ANPR every 10-15 minutes. 

 

  

https://vie-stg.nallian.io/vehicledb
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„Phase 2“ functionality 

In an upcoming version of the application, vehicle access permissions can 

optionally be granted for a specific timeslot (date/time, from/to). Permanent 
permissions will be possible as well. 

 If a vehicle has been assigned a specific ramp via Nallian Slot-booking 

application, it will most likely also be possible to assign matching access 

permissions for a specific date/time automatically. 

 

The „offline“ process for transferring the CSV-file to the ANPR will be replaced by 
an online interface that allows the ANPR to query the Nallian Vehicle DB in real 
time. 

 This enables us to display the last entry date/time of a vehicle into the 

cargo area, which will make it easier to manage vehicle data (deletion of 

vehicle data that is no longer needed) in accordance with the EU-GDPR.  

 Starting with this version, there is no need to keep vehicle data in the 

ANPR (with the exception of blacklist entries). 

A new feature will enable off-premises companies (e.g. freighters) to manage 
“their” vehicle data on their own. In this case, the process to grant access 
permissions will be split into the following steps: 

(1) Creation of vehicle data 

(2) Requesting access permission from a specific on-premises company 

(eventually only for a specific timeslot) 

(3) Approval of the access request by an on-premises company 

 

Notice: Due to the current corona crisis we cannot communicate any viable 
planning for the “phase 2” implementation. All activities for this 

phase have temporarily been put on hold and will be resumed at a 
later date. 
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3 Registration via Nallian Community App 

To conduct tests or trainings on the staging environment, please open the URL 

https://vie-stg.nallian.io/ in your web browser. This environment is 
completely independent from the live environment, so you need not be 

concerned about affecting the functionality of the access gates to the cargo area. 

3.1 Start 

 

To continue, click on “Registrieren”… 

 

Notice: In case you are automatically redirected to the login screen for the 
Vehicle DB App, instead of the screen above, we recommend to 

close all browser windows and then start your browser again. 

  

https://vie-stg.nallian.io/vehicledb
https://vie-stg.nallian.io/vehicledb
https://vie-stg.nallian.io/
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3.2 Creating a user account 

 

 
 

Your choice of language does not only affect the UI for the next steps in the 
Community App, but also determines the language preset for using the Vehicle 
DB App with this user account later on. 

 
Please make sure to have access to the chosen e-mail account during the 

registration process, because you will need it to validate your e.mail address 
(you will receive an e-mail from the Nallian platform). In case you don’t receive 
the validation email from the Nallian platform in your inbox, make sure to check 

the spam folder or see if there is any other spam filter activated for your 
mailbox. 

 
All other fields should be pretty self-explanatory.  
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If the specified e-mail domain (the part following the “@”) has already been used 

in a previous registration and the domain was marked as “trusted” during the 
company registration, it is likely that your company has already been registered 

and you would like to join an existing organisation/company. You will see the 
following screen in this case (using “Flughafen Wien AG” in this example):  
 

 
 
By selecting the organisation and clicking on “Join organisation”, an e-mail 

process is triggered. The organisation admin of the selected company will receive 
an invitation to approve your newly created user account und you will be notified 
when it happens. 

 
Of course it is still possible to use general available (non-specific) e-mail 

domains, that are not owned by your company. If any other company should 
have already created user accounts with the same e-mail domain, they would be 
shown as additional entry in the list above. If your company is not included in 

the list, a new company entry must be created. In this case, just click on “Create 
own organisation” to get to the company registration. 
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3.3 Company registration 

Using the following form, you can register a new organisation/company for the 

Nallian platform: 
 

 
 
To ensure that the company entry is unique within the system, a unique 

identifier must be specified. The choice is between EAN, DUNS, VAT and UEN. In 
case of doubt, please choose “VAT” and enter your VAT Identifier (ATU) into the 

text field. 
 
If you define the specified e-mail domain as “trusted”, other users that are 

registering with the same e-mail domain will be asked to join your organisation 
(see description on the previous page of this document). This is the 

recommended setting. 
 

If you enable auto-join, all user accounts with this e-mail domain will be 
automatically activated (without prior approval by the organisation admin of your 
company). This setting is only recommended in rare cases. 

 
Continue by clicking “Please create an organisation”. 
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3.4 Accept terms and conditions 

 
 
Please read the text carefully. By clicking the “Agree” button you are entering a 

legally binding agreement and can start using the applications (pending 
activation of the company entry by VIE).  
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3.5 Using other community portal features 

Every user with a valid user account can use his login (e-mail and password) to 

access the Community App. Organisation Admins can use it to… 
 

1.) …manage user accounts of other users of the same company (mostly to 

activate new users to enable application usage) 

2.) …manage “trusted” e-mail domains (see company registration). 

 

3.5.1 Granting membership requests 

Whenever a new user requests to join an organisation, the Organisation Admin of 
this organisation gets an e-mail notification with a link to the “Dashboard”: 

 

 
 
The dashboard shows currently pending membership requests and the number of 
current organisation users. Clicking on “Membership Requests” in the main 

screen area (or the left navigation) always leads to the membership screen… 
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This screen shows a list of all current membership requests: 

 

 
 
Clicking on the “Actions” Icon on the right side, brings up an action popup, where 

you can decide which roles to grant to this user. 
 

 
 
All users that are supposed to be working with the Vehicle DB App will need the 

role “Organisation User” and "Vdb.OnPremise". If you would like another user to 
be able to approve member access to your organisation and manage user 
profiles, you can grant him the additional role “Organisation Admin”. 
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3.5.2 Managing User accounts 

The “Users” menu item leads you to the following screen, where you can change 
user parameters originally specified during registration (e.g. UI language, roles) 

and disable user accounts: 
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3.5.3 Managing trusted e-mail domains 

The “Trusted Domains” menu item leads you to the following screen, where you 
can manage the e-mail domains that should be trusted to join your organisation 

(see chapter “Company Registration”) 
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4 Operation of the Nallian Vehicle DB 

To conduct tests or trainings on the staging environment, please open the URL  

https://vie-stg.nallian.io/vehicledb in your web browser. This environment is 
completely independent from the live environment, so you need not be 

concerned about affecting the functionality of the access gates to the cargo area. 

4.1 Sign in (Login) 

This screen is always shown in English, because the language settings are user-
specific. You will now need your login (username, password) you have created or 

been supplied with beforehand. 

 

 

 

Notice: If your organisation’s membership request has not yet been 
approved by the community admin or your user membership 

request has not been approved by the organisation admin, you will 
see a message, explaining the situation, but you will not be able to 

use the application. 

  

https://vie-stg.nallian.io/vehicledb
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4.2 Accept terms and conditions 

When you log in for the first time with a newly created user account, you must 

accept the terms and conditions for the Vehicle DB App: 

 

 

 

Continue by ticking the checkbox and clicking on “Agree”. 
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4.3 Main menu 

After a successful login, you have reached the main menu of the Vehicle DB App: 

 

 

 

A mouse click on the „current user“ symbol brings up a small menu to (1.) log 
out and (2.) manage user profile settings (on the staging environment, it is 
currently (only) possible to change the password of the currently signed in user.) 

 

The two main menu items available to all users “My vehicles” and “My access 

rights” can be accessed via the left navigation bar. 

Notice: If the navigation bar is not visible in your browser, it has most likely 
been “slided out”, because of the “responsive” design and the 

current size of the browser window. In this case, you can access it 
by clicking on the         menu symbol. 

  

left navigation bar 

current user 
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4.4 My vehicles 

This is the functionality to manage vehicles. Under normal circumstances you will 

be presented with a list of all vehicles that have been created for your company. 

Similar to other applications, the list can be sorted by clicking on the respective 
column name. By entering a filter criterion in the entry field below the column 

name, the display can be filtered to display only those entries that match this 
entry. All filters can be cancelled by clicking on the          symbol. 

 

 

 

 

Clicking on “+ Add vehicle” leads you to a mostly self-explanatory dialogue to 
create a new vehicle. 

 The license plate number is the most important criterion from the 

application’s perspective. As the ANPR accepts only letters and digits (no 

special characters or blanks), these characters are automatically stripped 

from your entry before it is stored to the database. 

 “country” of registration and “type” of vehicle are implemented as 

dropdown menus to ease data entry. 

 For vehicles that do not belong to your company, the owner can be 

entered in a free text field.  

Notice: Country and vehicle type are obviously not required to open the 

access gates to the cargo area. This data is only collected to enable 
statistical reports for capacity planning of VIE. However, these 
reports are yet to be defined in accordance with the current EU-

GDPR. 

  

filter 

column name 
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Clicking on a license plate number in the list produces a slide-in menu on the 

right side of the screen, showing additional details for the vehicle and offering 
further processing: 

 

 

 

By clicking on “+ Add access right” you can grant access permission to one of 
your vehicles. By clicking on the      symbol, an active permission can be 
revoked. 

Mostly self-explanatory features for editing and deleting of vehicle data are also 
available via slide-in menu, by clicking on the familiar           symbol. 

Notice: It is commonplace that a vehicle that you may create for the first 
time has already been created by another company in the cargo 
area. The “+ Add vehicle” dialogue will show a “vehicle already 

exists” notification in this case, offering an option to include the 
vehicle into your list. It is not necessary to enter any vehicle data in 

this case and you can of course grant access rights to the vehicle. 
Only the company that has initially created the vehicle entry can 
change vehicle data, however.  

 
It is equally possible that a vehicle is granted access by several 

companies at the same time. The access gates will open for this 
vehicle as long as the license plate is properly recognised and at 

least one active permission for the vehicle exists in the database. 

  

slide-in menu 
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4.5 My access rights 

This is the functionality to manage access permissions of vehicles. Under normal 

circumstances you will be presented with a list of all active access rights that 
have been granted to vehicles by your company 

All features for sorting and filtering the list should be familiar to you from the 

“My vehicles” function. 

 

 

 

Clicking on “+ Add access right” leads you to a mostly self-explanatory dialogue 

to grant a new permission to a specific vehicle Clicking on the         symbol in the 
rightmost column allows deletion of an active permission. 

Clicking on a license plate number in the list produces the slide-in menu on the 

right side of the screen that you already know from “My vehicles”, also offering 
functionality to edit vehicle data. 

Notice: With the current “phase 1” implementation, the “My access rights” 
screen does not really offer any functionality you wouldn’t also be 
able to use via “My vehicles”. However, it provides a quick overview 

of all currently active permissions and will be enriched with 
additional functionality in “phase 2”, to support the (optional) 

process for granting access in several steps. 

 


